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BEFORE THE PUBLIC UTILITY COMMISSION 
 

OF OREGON 
 

UM 1684 
 

In the Matter of: 

PUBLIC UTILITY COMMISSION OF 

OREGON 

Investigation into the Oregon Telephone 
Assistance Program and Lifeline Marketing 
Practices 

  

 

STAFF’S STATUS REPORT AND 
RECOMMENDATIONS 

 

 BACKGROUND  

In Docket No. AR 574, the Public Utility Commission of Oregon (“Commission”) 
considered a proposal by Commission Staff (“Staff”) that the Commission adopt an 
administrative rule that prohibits the use of agents by Eligible Telecommunications Providers 
(“ETPs”)1 to solicit potential customers for the Oregon Telephone Assistance Program (“OTAP”) 
and Lifeline supported services.  In response, the Commission directed Staff to develop a 
record from which they can discern the nature of the abusive practices that should be 
addressed and to propose new rules accordingly.  See Order No. 13-475 at 11 (December 19, 
2013).  As a result, the Commission opened an investigation, Docket No. UM 1684, into the 
OTAP and Lifeline marketing practices. 

 
PROCEDURAL HISTORY 

 
On February 4, 2014, the Citizens’ Utility Board of Oregon (“CUB”) filed a notice of 

intervention in this docket.  AT&T Mobility, LLC, AT&T Corp., and Teleport America, LLC filed a 
petition to intervene on February 7, 2014.   

 
On February 14, 2014, following a prehearing conference, Administrative Law Judge 

(“ALJ”) Patrick Power issued a ruling that petitions to intervene were not necessary.  The 
following parties who appeared at the prehearing conference were accorded interested person 
status:  T-Mobile, US Cellular, Boomerang Wireless, Cricket, CenturyLink, Budget PrePay, Inc., 
AT&T Mobility, LLC, AT&T Corp., Teleport America, LLC, the Citizens’ Utility Board of Oregon, 
and ComSpan.  Under the procedural schedule in this docket, as modified, Staff held three 
workshops with the interested persons on March 26, 2014, June 10, 2014, and July 22, 2014.   
Ten business days following the last workshop, Staff was directed to file a status report and 
recommendations.  Set forth below are Staff’s findings and recommendations. 

 
DISCUSSION AND RECOMMENDATIONS 

                                                           
1
 ETP status enables participation in the OTAP.  Eligible Telecommunications Carrier (“ETC”) status 

enables participation in the federal Lifeline program.  A company cannot be an ETC without obtaining 
ETP designation in Oregon.   
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During the course of this docket, Staff gathered news reports and state and federal 

government filings pertaining to waste, fraud, and abuse in the Lifeline program related to 
marketing practices and the use of agents.2  Staff also reviewed internal information regarding 
some of its experiences in administering the OTAP and Lifeline program in which agents played 
a role.  Staff describes herein the nature of the marketing abuses that have occurred and 
recommends that the Commission propose proactive measures in a rulemaking proceeding to 
protect customers and preserve the fiscal integrity of the state (OTAP) and federal Lifeline 
programs.  While it may be possible that such abuses could also occur if direct employees of an 
ETP are involved, the examples that have come to light are largely those in which non-
employee representatives of the ETP entity, e.g., third-party agents, were involved.  Smaller and 
less-established ETPs rely less on employees and more on agents to gain new customers in 
many states, as these companies do not have physical infrastructure or outlets on the ground 
within the state.  One commenter in Docket No. AR 574 stated that, “Many carriers simply 
cannot justify serving smaller communities in Oregon without relying on agents.”3  Additionally, 
the mobile nature of the Lifeline service marketed by these ETPs, as well as the fact that the 
service and handset can be obtained for free, make it more difficult to identify and track actual 
occurrences of waste, fraud, and abuse.  Proactive measures are recommended to prevent 
problems in Oregon that have already occurred in other states.   

 
Financial Incentives  
 

Oregon is not the only state concerned with reports of waste, fraud, and abuse that may 
be associated with the commission-based model under which third-parties solicit potential 
Lifeline customers.  The Massachusetts Department of Telecommunications and Cable is 
seeking comment on whether it should regulate or restrict the use of the commission-based 
compensation model.4           

 
The FCC has declared that “Lifeline was never intended to provide a profit for [ETCs].”5  

In a July 28, 2014 speech at the Citizens Against Government Waste Policy breakfast, FCC 
Commissioner Ajit Pai stated that divorcing the universal service high cost support from low-
income support “threw the door open for fly-by-night operators and those looking for a quick 
buck.”  See Attachment 1.  Also, U.S. Senator Claire McCaskill wrote a letter to Acting FCC 
Chairwoman Mignon Clyburn on September 19, 2013 ascribing commission-based incentives 
as a factor of waste, fraud, and abuse in the Lifeline program.  See Attachment 2.  U.S.  Senator 
David Vitter stated the Lifeline program is mired in waste, fraud, and abuse based on his 
personal experience in which an associate provided him with the free phone despite indicating 
his income was above the poverty level.  See Attachment 3.   

 
Numerous reports in the news media have exposed waste, fraud, and abuse in the 

Lifeline program, often linking these abuses to perverse financial incentives.  Representatives of 

                                                           
2
 Staff uses the term “agent” to generally refer to a third-party representative, except as specifically noted 

in this report. 
3
 See In the Matter of Rule Changes Regarding Eligibility for OTAP and Other RSPF Rule Changes,  

Docket No. AR 574 Comments of Budget PrePay, Inc. in Response to Notice of Proposed Rulemaking, 
page 2 (November 13, 2013).   
4
 See Order Implementing Requirements and Further Request for Comment, D.T.C. 13-4, pages 22-23 

(August 1, 2014).  
5
 See Lifeline and Link Up Reform and Modernization et al., WC Dkt. No. 11-42 et al., Notice of Proposed 

Rulemaking, 26 FCC Rcd 2770, para. 14 (2011).   
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ETCs participating in the Lifeline program have engaged in aggressive behavior and illicit 
activity that  was likely to maximize their earning potential, such as forceful solicitation of 
potential customers to apply for Lifeline supported service and even the complete fabrication of 
applications.  See Attachment 4.   

 
Recently, an ETC designated in Oklahoma, Icon Telecom, Inc., and its vendor, PSPS 

Sales, LLC were charged by federal prosecutors with crimes related to an alleged $25 million 
conspiracy to defraud the Lifeline program.  The vendor reportedly received $7 to $15 dollars for 
each new Lifeline customer and received more than $1 million in commission payments from 
Icon from December 2011 to April 2013.  The indictments allege that PSP Sales, LLC ordered 
its employees to peruse phone book directories to find names and addresses for phantom 
customers before selling the handsets registered to these phantom customers on the street.  
The indictments also allege that PSPS Sales, LLC employees falsified or forged the signatures 
of 40,000 phantom customers in order for Icon to continue receiving reimbursements from the 
federal universal service fund.  See Attachment 5.   

 
In 2013, a person employed as an agent of an ETC contacted Staff regarding forty (40) 

Lifeline applications that he had collected from Oregon consumers.  At the time, the ETC had 
not launched its Lifeline service offering in Oregon, but the agent asked Staff how to submit the 
applications in order to receive his commission.  The Internet (e.g., CraigsList postings and 
company websites) is an avenue that ETCs use to recruit and entice representatives with 
minimal requirements and application or phone-based incentives.  One ETC advertises on its 
website that sub-agents can easily earn $3,000 a month and in some instances, $10,000 or 
more a month.  See Attachment 6.   
 

These practices have the potential for agents to manipulate the program for their own 
financial gain.  On the other hand, without such incentives, companies may not find participation 
in the program financially feasible, and eligible customers may be less likely to learn about and 
enroll in the program in Oregon.  Staff does not wish to deter legitimate program growth, but to 
prevent waste, fraud and abuse. 

 
Recommendation: 
 
Therefore, to reduce the inherent financial incentives and the potential for waste, fraud, 

and abuse, Staff recommends that the Commission pursue rulemaking to restrict incentives to 
only those based on successful enrollment in the OTAP or Lifeline program.  Staff recommends 
the following rule language, currently in conceptual form: 

 
The ETP may not provide or allow a representative (including any agent, 
contractor, or subcontractor) to receive any commission, bonus, or other 
incentive payment based upon the submission of an OTAP or Lifeline application.  
Such incentives may be based upon the successful enrollment of an Oregon 
customer in the OTAP or Lifeline program.  
 

Customer Protection and Application  
 
Protection of OTAP customers’ personal identifying information6 is of paramount concern 

to Staff.  As explained in Docket No. AR 574, Staff uses the customer’s entire social security 

                                                           
6
 Staff uses the phrase “personal identifying information” as “personal information” is defined in ORS 

646A.602(11): 
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number to access the customer’s record with the Oregon Department of Human Services’ 
database to determine eligibility.7  Some ETCs have entrusted, or may in the future entrust 
agents with the responsibility of transmitting the OTAP and Lifeline applications directly or 
indirectly8 to the Commission and as a result, those agents and the ETC are privy to customers’ 
personal identifying information.  Staff is also concerned that agents, as explained above, have 
a financial incentive submit applications on behalf of customers with or without their knowledge 
and consent.   

 
In 2013, an ETC agent, without authorization, collected Lifeline applications that 

contained personal identifying information, including social security numbers, from 40 Oregon 
consumers.   The agent was in possession of these unsecured applications at his residence 
placing the customer’s personal information at greater risk for theft.  Staff is also aware of 
another instance in which an Oregon ETC used canvassers who completed and submitted the 
OTAP application with incomplete addresses and when a customer called for the status of the 
application, the ETC had no record of receiving the application.  A canvasser used by that ETC 
provided to the consumer a business card that listed the canvasser’s personal contact 
information.  The business card did not contain the name and contact information of the 
ETC.  These incidents raise concerns for Staff about the information consumers are receiving, 
and can make it difficult for Staff to investigate and assist consumers by identifying the 
responsible ETC. 

 
In the past several years, Staff has spoken by phone on multiple occasions with different 

customers regarding electronic OTAP and Lifeline applications that had been submitted to the 

                                                                                                                                                                                           
  (11) “Personal information”: 
      (a) Means a consumer’s first name or first initial and last name in combination with any one or more of 
the following data elements, when the data elements are not rendered unusable through encryption, 
redaction or other methods, or when the data elements are encrypted and the encryption key has also 
been acquired: 
      (A) Social Security number; 
      (B) Driver license number or state identification card number issued by the Department of 
Transportation; 
      (C) Passport number or other United States issued identification number; or 
      (D) Financial account number, credit or debit card number, in combination with any required security 
code, access code or password that would permit access to a consumer’s financial account. 
      (b) Means any of the data elements or any combination of the data elements described in paragraph 
(a) of this subsection when not combined with the consumer’s first name or first initial and last name and 
when the data elements are not rendered unusable through encryption, redaction or other methods, if the 
information obtained would be sufficient to permit a person to commit identity theft against the consumer 
whose information was compromised. 
      (c) Does not include information, other than a Social Security number, in a federal, state or local 
government record that is lawfully made available to the public. 
7
 See Order No. 13-475 at 7. 

8
 The Commission directly collects and processes OTAP and Lifeline applications from customers for all 

ETCs in Oregon with one exception.  The Commission modified its processes slightly to accommodate 
the significant growth in applications due to the appeal of free Lifeline supported services by Virgin Mobile 
dba Assurance Wireless and TracFone dba SafeLink Wireless.  These two ETCs collect and review 
applications from their potential Lifeline customers and transmit copies to the Commission.  However, the 
Commission still verifies eligibility and checks for duplicates, as it does for all other ETCs.  No ETC is 
authorized to claim reimbursement from the Residential Service Protection Fund that supports the OTAP 
and the federal universal service fund that supports the Lifeline program until receiving notification of 
eligibility from the Commission.  
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Commission.  When questioned about the application process, customers indicated they had 
not personally entered their identifying information on the application form and did not click the 
submit button, which is an attestation to the terms and conditions for receiving the OTAP and 
Lifeline supported service.  The customers indicated a company representative, later identified 
as agents or dealers of an ETC in Oregon, had completed the online application for the 
customers.  In some cases, incorrect social security numbers were submitted on the application, 
and in many circumstances, the customer’s address was outdated at the time of the application, 
affecting Staff’s ability to enforce the FCC’s one-per-household.9   

 
According to several Craigslist advertisements in Oregon, a condition of employment as 

an agent is personal ownership of a mobile computing device (e.g., laptop, tablet, smartphone, 
etc.) to transmit Lifeline applications.  See Attachment 6.  In 2013, Staff was contacted by a 
customer who had sought to re-apply for OTAP and Lifeline benefits at an ETC dealer location 
and noticed that the auto-fill feature on a tablet computer browser or program was populating 
fields with the customer’s own personal information.  The customer realized the information she 
had submitted previously had been saved and could have been accessed by anyone handling 
the dealer’s tablet.   
 

The evidence in the record demonstrates the need for customer protection measures 
and safeguards for the secure transmission of the OTAP and Lifeline application that contains 
personal identifying information.  Staff has collaborated with an ETC that has used agents to 
transmit applications to develop some materials that appear to be successfully adopted. See 
Attachment 7 for the postcard that the ETC’s agents disseminated to customers in Oregon.    

 
Recommendation: 
 
Staff proposes that the Commission pursue rulemaking to adopt the following rule 

language, currently in conceptual form: 
 
Neither the ETP nor its representatives, including agents, contractors, and 
subcontractors, may complete10 or sign an OTAP or Lifeline application on behalf of a 
customer.  If an ETP transmits the customer’s application or any representative 
transmits the application on its behalf, the ETP or its representative must provide the 
customer the following: 

 

 Electronic or printed copy of the completed OTAP or Lifeline application; 

 Confirmation verifying that the OTAP or Lifeline application was transmitted with the date 
of the transmission; 

 Name of the ETP’s representative who transmitted the OTAP or Lifeline application and 
the location where the customer received assistance; 

 Name of the company that hired the representative acting on behalf of the ETP.      

 Name of the ETP and OTAP or Lifeline service brand, if applicable; 

 The ETP’s contact information, including, but not limited to mailing address, customer 
service phone number, e-mail address, and web address.   
 

                                                           
9
 See Lifeline and Link Up Reform and Modernization et al., WC Dkt. Nos. 11-42 et al., CC Dkt. No. 96-

45, Report and Order and Further Notice of Proposed Rulemaking, 27 FCC Rcd 6656, para. 69 (2012). 
10

 Nothing in this conceptual language is intended to limit a consumer’s ability to request accommodation 
under the federal Americans with Disabilities Act while completing an application.   
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The ETP’s agents, contractors, and employees acting within the scope of employment 
may not use a personally owned mobile computing device, including, but not limited to 
tablets, phones, laptops, and PDAs, in the completion or transmission of the customer’s 
OTAP or Lifeline application. The ETP must provide any mobile computing device used 
in completion or transmission of an OTAP or Lifeline application for the ETP.  

 
The ETP must ensure that an OTAP or Lifeline applicant’s personal information as 
defined in ORS 646A.600 is not stored or accessible to unauthorized users on a mobile 
computing device, including, but not limited to tablets, phones, laptops, and PDAs that 
are used by the ETP or its representatives in the transmission of the customer’s OTAP 
or Lifeline application. 

 
Marketing Events 

 
Some ETCs host promotional events at temporary sites to solicit potential customers.  

As the point of contact for OTAP and Lifeline eligibility, Staff must be aware of marketing activity 
in Oregon to promptly and successfully respond to customer requests for assistance.  The 
concerns associated with temporary events include how the information is presented, how 
applications are taken, who is taking applications and whether the other recommended 
customer protections are observed.  These temporary promotional events are designed to reach 
more potential Lifeline customers, but their temporary nature could result in fraud or customer 
abuse like that reported in several instances.         

 
On July 12, 2013, the Nebraska Public Service Commission received customer 

complaints and inquiries connected to a “temporary tent structure” event hosted by Telrite 
Corporation dba Life Wireless in Omaha.  A disturbance occurred at the event where a large 
quantity of people attended in 90 degree plus heat without water or shelter.  Law enforcement 
was dispatched to respond to the incident, which was televised by a local news station.  In the 
September 17, 2013 Order revoking Telrite Corporation’s ETC designation for several 
violations, the Nebraska Public Service Commission found that Brian Lisle, President of Life 
Wireless, could not identify the parties in charge of the event nor could he make a determination 
as to the identity of the responsible personnel at the event.  See Attachment 8.     
 

Recommendation: 
 
      Similar to the language in Oregon Administrative Rule 860-033-0110(3), Staff, proposes 
the following concept: 
   

The ETP must provide to the Commission notice of promotional events at temporary 
locations conducted by the ETP or on its behalf by any agent, contractor, or 
subcontractor to promote enrollment in the OTAP or Lifeline program at least ten 
business days prior to the event.  The initial notice must include the names of the 
participating agents, contractors, subcontractors, representatives, and employees and 
the location and dates of the promotional event.  The initial notice may be corrected up 
to the date of the event if there are any changes in location or participants.  

 
Representative Training  

 
Staff believes that proper training is essential to prevent fraud and protect personal 

information.  In her March 19, 2014 letter to Commissioner Stacey Monahan of the 
Massachusetts Department of Transitional Assistance, Sana Fadel, Director of Public Policy at 
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Rosie’s Place, expressed concerns about the lack of transparent information given to customers 
regarding the Lifeline benefit by sales representatives.  See Attachment 8.  The National 
Consumer Law Center and the National Hispanic Media Coalition raised concerns to the FCC 
on March 24, 2014 about the inconsistent level of training among sales representatives.  See 
Attachment 10.  

 
TerraCom, LLC and YourTel America, Inc., Oklahoma-based affiliated ETCs, agreed to 

pay more $1 million in reimbursements and voluntary contributions to the U.S. Treasury to 
resolve an investigation conducted by the FCC Enforcement Bureau for alleged violations of 
Lifeline program rules.  For three years, these ETCs agreed to a robust compliance plan, 
including annual compliance training to their employees, to prevent future violations.  See 
Attachment 11.   

 
A Scripps reporter’s Google search of TerraCom, LLC and YourTel America revealed 

that 170,000 records containing personal information of customers in twenty-six (26) states, 
including Oregon, were posted online via an unsecured website.11  TerraCom, LLC and YourTel 
America admitted that 343 of these records, some of which dated back eight (8) months, were 
accessed by unknown parties in March and April 2013.  See Attachment 12.    

 
Brian Lisle, President of Telrite Corporation’s Life Wireless, admitted at a May 7, 2013 

“Show Cause Hearing” before the Nebraska Public Service Commission that personnel who 
conducted a Lifeline marketing event in Omaha were not prepared nor properly trained in the 
requirements of the state’s Lifeline program, otherwise known as the Nebraska Telephone 
Assistance Program.  The Nebraska Public Service Commission agreed that lack of training 
contributed in part to the July 12, 2013 Omaha tent event disturbance.  See Attachment 8.  

 
Staff supports requirements for initial training in OTAP and Lifeline rules as well as 

identity theft protection before ETC representatives can interact with potential OTAP and Lifeline 
customers to deter inappropriate behavior and security breaches.  Annual training, thereafter, 
ensures that information being disseminated to the Oregon public is consistent.  Also, an 
additional benefit of annual training is the education of representatives regarding new OTAP 
and Lifeline rules that may have been promulgated in the interim.   

 
Recommendation: 
 
Staff proposes that the Commission pursue rulemaking to adopt the following rule 

language, currently in conceptual form:          
 

The ETP may not allow an agent, contractor, subcontractor, or employee acting within 
the scope of employment to make contact with potential OTAP or Lifeline customers 
regarding the OTAP and Lifeline program prior to receiving training in OTAP and Lifeline 
rules applicable to their duties.  The ETP must provide annual training on the OTAP and 
Lifeline program thereafter to any representative who will have contact with potential 
OTAP or Lifeline customers.  An officer of the ETP will certify annually, under penalty of 
perjury, compliance with this rule on a Commission-approved form.   
 

Federal Communications Commission Standard 
 

                                                           
11

 TerraCom, LLC and YourTel America are not ETCs in Oregon, but a Scripps reporter confirmed for 
Staff that Oregon was listed because a former resident showed their driver’s license as proof of identity.   
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